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1. INTRODUCTION

In today’s modern world, mobile devices play a crucial role. Their role is so significant that they
influence every aspect of people’s daily lives. The need to ensure information security on mobile
devices is becoming increasingly important and increasingly challenging. Certain human biometric
features—such as fingerprints, facial features, hand geometry, voice, and iris patterns—are used to
authenticate users in security systems to achieve a high level of security, replacing traditional
password-based systems. This journal article presents the application of facial recognition algorithms
on mobile devices (Sriyati et al., 2020).

Biometric authentication is a critical feature in today’s smartphones, particularly for regulated
industries and government agencies. Using unique biometric identifiers to authenticate users
provides a high level of protection for sensitive data, while mobile users enjoy a convenient unlocking
and login experience. It is literally security at your fingertips (Arridla & Hartati, 2025).

The term “biometrics” has become extremely important in the field of computer security.
Human physical characteristics such as fingerprints, faces, palms, body geometry, voices, and irises
are known as biometric data. These features are used to authenticate users in computer-based
security systems to achieve a high level of security as an alternative to traditional password systems.
Usernames and passwords can be replaced and/or used in conjunction with one of these biometric
features to provide two-factor authentication. Facial recognition is the most suitable biometric method
for authentication on mobile devices, as these devices typically have cameras (Jannah et al., 2024).

In today’s digital age, the use of biometric authentication technology is becoming increasingly
widespread, particularly on smartphones. Biometric authentication offers a more advanced security
solution compared to traditional methods such as passwords or PINs. This system allows users to
access devices or applications more quickly, conveniently, and securely, using unique characteristics
such as fingerprints or facial recognition. These advantages have made biometric authentication the
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top choice for app developers looking to enhance user convenience while reducing the risk of data
theft (Yeovandi et al., 2025).

The implementation of a login system in smartphone apps is noted for providing a more
secure authentication solution for users. In this context, this system is associated with a lower risk of
data theft or unauthorized access, given that biometric authentication tends to be more difficult to
forge compared to password-based methods. Furthermore, the use of biometrics allows users to
access their accounts more quickly and conveniently—simply by using a fingerprint or facial scan—
without having to remember various complex password combinations or patterns (Andini, 2025).

Face recognition uses the entire face, extracts facial features, and is capable of recognizing
faces in real-time video (Natbais et al., 2024). Facial recognition technology has long been a subject
of study in computer science, particularly in the field of biometric security. Since the early 1990s,
geometry- and texture-based facial recognition methods have been used to distinguish individual
identities (Nurhidayanti, 2025). Face ID is a facial recognition-based authentication system that uses
cameras and sensors to map a user’s facial features. There are two approaches: 3D systems such
as Apple’s TrueDepth, and 2D systems based on standard RGB cameras on Android devices
(Ummu, 2024).

Although facial recognition technology has been around for a long time, significant
challenges remain in its implementation. Variations in lighting, changes in viewing angles, differences
in facial expressions, and image quality often reduce the system’s accuracy. Conventional
approaches based on traditional feature extraction have proven inadequate at delivering optimal
results when the system is confronted with dynamic real-world conditions. This has led to the
emergence of deep learning methods, particularly Convolutional Neural Networks (CNNs), which
have proven to be more adaptive and possess better generalization capabilities in recognizing
complex patterns in facial images (Nurhidayanti, 2025).

Fingerprint recognition is a biometric technology that has been in use for a long time and has
proven to have a high level of accuracy. This system reads the unique patterns on a fingerprint—
such as lines and dots (minutiae)—which are never identical, even among identical twins. The
authentication process is carried out by placing a finger on the sensor. The sensor then scans and
matches the pattern with stored data. The main advantages of fingerprint recognition are its high
reliability and accuracy, making it a highly dependable choice for stricter security requirements
(Mu’min, 2025).

Modern sensor technology also comes equipped with liveness detection capabilities, which
can distinguish between live tissue and fake replicas. This makes it difficult for others to forge
fingerprints, which is why we often see this technology in high-security areas such as server rooms,
laboratories, or safes. However, fingerprint recognition has limitations under certain conditions.
Sensor performance can decline if a finger is wet, dirty, injured, or has a change in texture.
Additionally, because it requires physical contact, this technology also falls short in terms of hygiene,
especially when there are many users taking turns using the device (Falasifah et al., 2022).

Fingerprint authentication works in three stages: image capture, minutiae feature extraction,
and matching against a stored template. There are three types of sensors: capacitive, optical, and
ultrasonic, with ultrasonic being the most accurate. Ultrasonic sensors offer a FAR below 0.001%,
but they remain vulnerable to BrutePrint attacks that exploit CAMF and MAL vulnerabilities
(Munandar, n.d.).

2. METHOD

This study employs a literature review design with a descriptive-comparative qualitative approach.
This method was chosen because the primary objective of the study is to explore, evaluate, and
compare two existing biometric authentication technologies—face recognition and fingerprint
scanning—specifically within the mobile device ecosystem (Meldyantono, 2025).

This study did not conduct direct laboratory testing of hardware or develop new program
code. Instead of using primary data, this study relied on secondary data obtained from reputable
scientific journal articles, conference proceedings, and relevant official technical reports (Maskandi
et al., 2025).

A comparative analysis was conducted systematically by comparing empirical data from
various previous studies. The parameters compared focused on three main aspects: system
accuracy (False Acceptance Rate and False Rejection Rate), vulnerability to cyberattacks (spoofing
attacks), and user convenience (usability). Through this design, the study is expected to provide an
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objective and comprehensive synthesis of the strengths and weaknesses of each biometric
authentication system currently used on mobile devices (Jannah et al., 2024).

References

The literature search was conducted using several reputable academic databases, namely:
A. Google Scholar

B. Journal of Information Technology and Multimedia (JTIM)

C. NIST (National Institute of Standards and Technology) technical reports

D. ISO/IEC 19795 standard publication on biometric testing.

Research Process

To provide a systematic overview of the research stages, this literature review was conducted in
several interrelated phases. The research process begins with determining the research topic,
establishing the research objectives, searching for literature in various scientific sources, selecting
relevant literature, conducting a comparative analysis of facial recognition and fingerprint
authentication technologies, and finally, drawing research conclusions. This research flowchart is

presented in Figure 1.
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Figure 1. Research Methodology FlowchartResearch Methodology Flowchart

Based on Figure 1, the study began by defining the topic: a comparison of facial and fingerprint
authentication as biometric authentication systems on mobile devices. Next, the research objective
was established to identify the advantages, disadvantages, security levels, and performance of these
two authentication technologies. The next step was to conduct a literature review using various
relevant scientific sources, such as Google Scholar, IEEE Xplore, publications from the National
Institute of Standards and Technology (NIST), and the ISO/IEC 19795 standard. The literature was
then studied and analyzed comparatively by comparing aspects of security, accuracy, ease of use,
and implementation on mobile devices. The results of this analysis are then compiled into a
comprehensive discussion to serve as the basis for drawing research conclusions (Hidayat et al.,
2025).
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3. RESULTS AND DISCISSION

Comparison of Face ID and Fingerprint Recognition

The following table compares Face ID and fingerprint recognition as biometric authentication
technologies on mobile devices, examining aspects such as technology, accuracy, security,
convenience, environmental conditions, data storage, vulnerabilities, security standards, and their
implementation on various devices.

Table 1. Comparison of Face Recognition and Fingerprint Authentication on Mobile Devices

Parameter Face Recognition Fingerprint
Technology 3D TrueDepth camera and 2D Ultrasonic, capacitive, and optical sensors
RGB camera
Identification Facial feature mapping Fingerprint minutiae pattern matching
Method
False Acceptance Approximately 1 in 1,000,000 for Less than 0.001% or approximately 1 in
Rate (FAR) 3D systems 50,000
Resistance to Very high in 3D systems, but High when using ultrasonic sensors, although
Spoofing Attacks lower in 2D systems still vulnerable to fingerprint replicas
User Convenience Contactless authentication Touch-based authentication
Environmental Affected by lighting conditions, Affected by finger conditions such as moisture,
Influence facial position, and the use of face dirt, or physical injuries
masks
Biometric Data Trusted Execution Environment Trusted Execution Environment (TEE) or
Storage (TEE) or Secure Enclave Secure Enclave
Primary Security Presentation attacks, deepfakes, BrutePrint attacks, CAMF attacks, MAL
Threats and face spoofing attacks, and fingerprint replicas
Implementation Commonly deployed on iOS Widely implemented on Android and iOS
devices and selected premium devices
Android smartphones
Advantages High security level and Fast, practical, and reliable authentication
contactless authentication process
Limitations Sensitive to lighting conditions Sensitive to finger conditions and sensor
and facial occlusions cleanliness

Source: Compiled by the author based on Apple (2024), Samsung (2019), Chen & He (2023), ISO/IEC 19795
(2021), and the National Institute of Standards and Technology (2023).

Based on Table 1, face recognition and fingerprint technologies have different characteristics in
supporting biometric authentication systems on mobile devices. These differences are evident in the
technologies used, security levels, accuracy, ease of use, and factors that influence authentication
performance. Each technology was developed to meet digital security needs using different
approaches; therefore, the choice of technology depends heavily on user needs and the
implementation environment.

From a technological standpoint, Face Recognition uses cameras and facial recognition
algorithms to identify each individual’s unique characteristics. On modern devices, particularly those
using TrueDepth Camera technology, the authentication process is carried out through three-
dimensional facial mapping, resulting in more accurate identification that is more resistant to identity
spoofing attempts. In contrast, Fingerprint works by reading fingerprint patterns using optical,
capacitive, or ultrasonic sensors, which are then compared to biometric data stored on the device
(PRATAMA, 2020).

From a security perspective, 3D-based facial recognition offers a higher level of protection
against spoofing attacks because it can recognize facial depth and detect the user’s biological
characteristics. Meanwhile, fingerprint authentication still offers a high level of security, particularly
with ultrasonic sensors equipped with liveness detection technology. However, this system remains
vulnerable to attacks using fingerprint replicas if the detection mechanism is not implemented
optimally.

In terms of user convenience, both technologies offer different advantages. Face
Recognition provides a contactless authentication experience, making it more practical in certain
situations. On the other hand, Fingerprint offers a faster and more reliable authentication process
because users simply need to place their finger on the sensor without having to adjust the device’s
position or lighting. These advantages make fingerprint authentication the primary choice on various
smartphones, especially for everyday use (Jannah et al., 2024).
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Overall, the comparison results show that no single technology is completely superior to the
others. Face recognition is better suited for environments that require a high level of security, while
fingerprint recognition is superior in terms of efficiency, speed, and ease of use. Therefore, current
trends in mobile device development tend to integrate both technologies as complementary biometric
authentication systems, thereby enhancing security while providing a better user experience.
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Figure 2. Comparison of Face Recognition and Fingerprint Based on Key Aspects
(Source: Processed from various literature, 2026)

Based on Figure 2, the two biometric technologies exhibit different characteristics across each
analyzed aspect. Face Recognition demonstrates superiority in terms of security and accuracy
because it utilizes three-dimensional (3D) face mapping, which reduces the risk of spoofing attacks.
Additionally, this technology has an extremely low False Acceptance Rate (FAR), thereby providing
a higher level of protection against unauthorized access.

On the other hand, fingerprint authentication is superior in terms of authentication speed and
ease of use. The fingerprint verification process can be performed quickly without requiring the
device to be in a specific position, making it more practical for everyday use. However, fingerprint
authentication performance can be affected by the physical condition of the finger, such as if it is wet,
dirty, or injured (Hakim et al., n.d.).

Overall, the results of the literature review indicate that facial recognition is better suited for
applications that prioritize a high level of security, while fingerprint recognition is better suited for
users who prioritize speed and ease of access. Therefore, many modern mobile devices are
beginning to integrate these two technologies as complementary biometric authentication systems
(Wijaya et al., 2026).

Comparison of Security and Accuracy
Security and accuracy are two key indicators for evaluating the performance of biometric
authentication systems on mobile devices. The security level reflects the system’s ability to prevent
access by unauthorized users, while accuracy describes the system'’s ability to correctly recognize a
user’s identity without producing authentication errors. Both aspects are critical factors in determining
the effectiveness of biometric technology implementations on smartphones (Fauzi et al., 2025).

Based on a literature review, three-dimensional (3D) face recognition technology offers a
very high level of security because it utilizes facial depth mapping, analysis of biological
characteristics, and liveness detection mechanisms. This technology is capable of distinguishing real
faces from photos, videos, or three-dimensional replicas, thereby minimizing the risk of presentation
attacks or spoofing attacks. In addition, this system has an extremely low False Acceptance Rate
(FAR)—approximately 1 in 1,000,000—making it highly unlikely that an unauthorized user will gain
access to the device.

Conversely, fingerprint authentication also offers a high level of security, particularly on
devices that use ultrasonic sensors. These sensors can read the structure of a fingerprint down to
the skin layers, making them more difficult to forge than optical or capacitive sensors. Some devices
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have also implemented liveness detection technology to ensure that the scanned fingerprint comes
from living tissue. However, research by Chen and He (2023) shows that fingerprint authentication
remains vulnerable to BrutePrint attacks that exploit weaknesses in the Cancel After Match Falil
(CAMF) and Match After Lock (MAL) mechanisms, meaning that security aspects still require further
development.

In terms of accuracy, both technologies perform very well in recognizing users’ identities.
Face recognition has a high accuracy rate as long as the scanning process is conducted under
adequate lighting conditions and the user’s face is not covered by a mask or other accessories.
Meanwhile, fingerprint authentication tends to provide consistent results under various usage
conditions, although its performance may decline if the finger is wet, dirty, injured, or has changes in
skin texture (SUJIYANTO, 2025).

The analysis results show that Face Recognition is superior in terms of security because it
is better equipped to handle various forms of identity spoofing attacks. On the other hand, Fingerprint
remains a highly effective option because it offers a high level of accuracy, a fast authentication
process, and wider implementation across various types of mobile devices. Therefore, the choice of
biometric authentication technology should be tailored to user needs, the desired level of security,
and the characteristics of the device’s usage environment (Yeovandi et al., 2025).

Comparison of User Comfort

In addition to security and accuracy, usability is a key factor influencing the acceptance of biometric
authentication technology by mobile device users. An authentication system that is secure but difficult
to use tends to diminish the user experience, while a system that is easy to use but has a low level
of security is also unable to provide optimal protection. Therefore, striking a balance between security
and usability is one of the primary considerations in the development of biometric authentication
technology (Nurhidayanti, 2025).

Based on the results of a literature review, face recognition offers a more practical
authentication experience because the verification process is contactless. Users simply need to face
the camera so that the authentication process can take place automatically without having to touch
the device. This approach provides convenience, especially when the user’'s hands are carrying
items, wearing gloves, or in situations that make it difficult to use a fingerprint sensor. However, this
convenience may be reduced if lighting conditions are inadequate, the face is covered by a mask,
certain accessories are worn, or the device’s position does not align with the scanning angle required
by the system (Pando T, 2022).

On the other hand, fingerprint authentication remains one of the most widely used methods
on mobile devices because it offers a fast, simple authentication process that is easy for users to
understand. Users simply need to place their finger on the sensor without having to face the camera.
This technology can also be used effectively under various lighting conditions, providing a relatively
stable authentication experience. However, fingerprint sensor performance may decline if the finger
is wet, dirty, injured, or has changes in skin texture; under certain conditions, the authentication
process may need to be repeated more than once (SAPUTRA, 2025).

From a user experience perspective, both technologies offer distinct advantages. Face
recognition provides convenience through a contactless authentication process and more natural
integration with the device’s interface, while fingerprint recognition offers high authentication speed
with consistent success rates in everyday use. Therefore, some modern smartphone manufacturers
no longer rely solely on a single authentication method but have begun combining Face Recognition
and Fingerprint as a multimodal biometric authentication system. This approach allows users to
choose the authentication method best suited to their usage conditions, while also enhancing the
device’s flexibility and security (SAPUTRA, 2025).

Overall, the results of the analysis show that no single technology is absolutely superior to
others in terms of convenience. The choice of authentication method is heavily influenced by user
needs, device usage habits, environmental conditions, and the desired level of security. Therefore,
integrating both biometric technologies into mobile devices is the most effective solution for creating
a secure, fast, and user-friendly authentication system (Johan et al., 2025).

4. CONCLUSION

Based on the results of the literature review and comparative analysis conducted, it can be concluded
that 3D-based facial recognition and fingerprint scanning systems exhibit different performance
characteristics and security levels on mobile devices. 3D face recognition technology (such as
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Apple’s TrueDepth) demonstrates significant advantages in terms of security, with a False
Acceptance Rate (FAR) of 1:1,000,000 and high resistance to spoofing attacks using 2D photos or
masks. However, the effectiveness of this system tends to decrease in environments with extreme
lighting conditions or when users wear facial accessories such as masks. On the other hand,
fingerprint authentication—particularly that using the latest ultrasonic sensors—offers high access
speed and reliability in various environmental conditions, with a FAR below 0.001%. Nevertheless,
fingerprint systems have critical vulnerabilities to BrutePrint-based cyberattacks that exploit zero-day
vulnerabilities such as Cancel After Match Fail (CAMF) and Match After Lock (MAL), as well as
functional limitations when the user’s finger is wet or dirty. Both systems have met modern privacy
standards by storing and processing biometric data locally within isolated areas such as a Trusted
Execution Environment (TEE) or Secure Enclave. No single technology is absolutely superior, as the
choice of system depends heavily on the user’s priorities regarding security and convenience. As a
recommendation for future research and development, the implementation of a multimodal (multi-
biometric) authentication system that combines facial and fingerprint scanning is the most optimal
solution for providing both a dual layer of security and flexibility on mobile devices.
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